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Db2 Security in a Nutshell
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Db2 Security in a Nutshell
• https://www.ibm.com/docs/en/db2-for-zos/13?topic=securing-db2

• User authentication
• Identification and verification

• User authorization
• Access to Db2

• Access to Db2 resources

• Db2 native (internal) vs 

ESM (external) security 
Access Control

Connection/Sign-on

https://www.ibm.com/docs/en/db2-for-zos/13?topic=securing-db2
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Db2 Security in a Nutshell – Basic terms
• Authentication

• Identification and verification of the user id
• Userid + password, MFA, digital certificates, …

• Authorization
• Permitting or rejecting the access to resources (including Db2 itself)

• Primary auth id 
• Identifies a process (usually represents user’s authorization ID)

• Secondary auth id
• Collection of associated authorization IDs (typically groups) and can hold additional 

privileges

• SQL ID
• Privileges that are checked for certain dynamic SQL (DYNAMICRULES Run)
• Primary ID or any of the secondary IDs
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Db2 Security in a Nutshell – Exits

• Db2 connection/identification (DSN3@ATH) and sign-on (DSN3@SGN) 
exits

• Assignment of values to primary IDs, secondary IDs, and SQL IDs

• Process depends on the originating environment

• If you want to use secondary authorization IDs, you must replace the default 
routines with the sample routines, or with routines of your own.

• External Access Control exit (DSNX@XAC)
• Default exit disables external security

• Authorization checks  

• Permitting or rejecting the access to resources
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Connection and Sign-on Exits

Environment Connection Exit 
(DSN3@ATH)

Sign-on Exit
(DSN3@SGN)

TSO 
foreground/background

Yes No

Batch jobs Yes No

Started Tasks Yes No

IMS Control Region Yes Yes

CICS Yes Yes

DL/I batch Yes Yes

RRSAF Yes Yes 

DDF Yes Yes

IMS Dependent Region No Yes

CICS subtasks No Yes

Db2 administrative tasks No Yes
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Access Control Exit

• Db2 internal vs external security vs no security
• Database Administrator vs Security Administrator managed security
• DSNZPARM SECURE=YES

• Internal security (Db2 Native)
• Privileges and roles tracked in the Db2 catalog

• External security
• Db2 calls the ESM (External Security Manager) to check the privileges
• Access control authorization exit routine (DSNX@XAC)
• Default exit disables external security
• Sample exit DSNXRXAC

• Internal and External securities can be combined!
• RC=4 (Unable to determine) from DSNX@XAC -> Internal security takes place
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Db2 internal vs external security

Internal External

Managed by Database admin Security admin

Stored in Db2 catalog (SYS*AUTH) Security database

Controls GRANT, REVOKE Control statements (PERMIT)

Objects Db2 objects (Tables, Packages, 
Tablespaces, …)

Resource classes

Privileges SELECT, EXECUTE, … Profile names
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Db2 Security Exits Basics
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Db2 Exits – Integrity Considerations

● An exit routine runs as an extension of Db2

● Has to reside in an authorized program library (APF)
• SDSNLOAD, SDSNEXIT

● Can only be modified when Db2 is down

● An exit routine has all the privileges of Db2

● An exit routine could also expose the integrity of z/OS
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Db2 Exits – Coding Requirements

● Written in assembler

● Must restore registers before return

● Must be written to be reentrant

● Must be written and link-edited to execute AMODE(31),RMODE(ANY).

● Must not invoke any Db2 services (no SQL statements)

● Must not invoke any SVC services or establish ESTAE routines.
• Can establish functional recovery routine (FRR), specifying MODE=FULLXM and EUT=YES

● Samples shipped in SDSNSAMP
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Db2 Exits – Execution Environment

• Invoked by a standard CALL (MVS calling convention)
• For local requests, under the TCB of the application program that requested the Db2 

connection
• For remote requests, under a TCB within the Db2 distributed data facility address 

space

• 31-bit addressing mode
• Supervisor state
• PSW key 7
• Enabled for interrupts
• No MVS locks held
• There is an active FRR established by DB2
• May run in cross-memory mode (XAC Routine)
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VSCode HLASM Extension
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Mainframers Love 3270 & ISPF
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College Graduates Love VS Code
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https://marketplace.visualstudio.com/search?term=mainframe&target=VSCode&category=All%20categories&sortBy=Relevance

…

Mainframe Extensions for VS Code

https://marketplace.visualstudio.com/search?term=mainframe&target=VSCode&category=All%20categories&sortBy=Relevance
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HLASM Language Support

Navigation
● Bread crumbs and outline view
● Hover and go to definition
● Peek and go to references

Editing
● Code snippets
● Auto-complete

Code Analysis
● Syntax highlighting
● Syntax checking
● Branch indicators
● Macro tracing

VS Code Basics
● Large screen estate
● Mouse wheel scrolling
● Source code minimap
● Search using regular expressions

Supported Languages:  HLASM + preprocessors for Db2 and CICS
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Db2 Connection/Sign-on Exits 
Deep Dive
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Sample Db2 Connection Exit (DSN3SATH)

• CSECT DSN3@ATH
• Input values

• The initial primary authorization ID 
• Comes from ASXBUSR8 (ATH)

• The primary user id for a remote request
• DRDA SECCHK

• Output values
• Primary ID

• SQL ID

• List of secondary IDs - not returned from the default exit
• Up to 1012
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Sample Db2 Connection Exit (DSN3SATH)

• Sample connection routine logic
• 3 sections

• Plus section 4:  set entries in the session variable array

• No SAF calls
• But calls for Broadcom ESM
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Sample Db2 Connection Exit (DSN3SATH)

• Section 1:
• Determine 

the primary 
authorization 
ID

Primary 
user ID = 

blank?

Start

No

Section 2

TSO 
foreground

?

Yes

Logon ID

Yes

No
// JOB USER=

Section 2
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Sample Db2 Connection Exit (DSN3SATH)

• Section 1 – VSCode sample
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Sample Db2 Connection Exit (DSN3SATH)

• Section 2:
• Determine 

the list of 
secondary 
authorization 
IDs

Is 
RACF/ESM 

active?

Section 2 
Start

No

Section 3

Are there 
any 

groups?

Yes
Yes Copy the 

groups to 
output

No
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Sample Db2 Connection Exit (DSN3SATH)

• Section 2 – VSCode sample
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Sample Db2 Connection Exit (DSN3SATH)

• Section 3:
• Determine 

the SQL 
authorization 
ID (SQLID)

TSO 
Environm

ent?

Section 3 
Start

No Return to 
Db2 

TSO 
profile 
found?
(UPT)

Yes

Yes

SQLID = TSO 
dataset prefix

No

SQLID = 
Primary auth 

ID

TSO dataset 
prefix 

matches 
secondary 

userid?

Yes

No

TSO 
dataset 
prefix 
exist?

(UPTPREF) Yes

No
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Sample Db2 Connection Exit (DSN3SATH)

• Section 3 – VSCode sample
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Sample Db2 Signon Exit (DSN3SSGN)

• CSECT DSN3@SGN
• Input values

• The initial primary authorization ID 
• Comes from attachment facility (CICS, IMS, RRSAF, DDF)

• Output values
• Primary ID - unchanged
• SQL ID – set to the primary ID
• List of secondary IDs - not returned from the default routine

• Up to 1012

• EXPLARC = 0:  successful completion.          
• EXPLARC =12:  access denied by the exit (ACEE not created)
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Sample Db2 Signon Exit (DSN3SSGN)

• Sample connection routine logic
• 3 sections

• Plus section 4:  set entries in the session variable array
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Sample Db2 Signon Exit (DSN3SSGN)

• Section 1:
• Determine the primary authorization ID

Start

Section 2

Primary Auth 
ID is 

unchanged
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Sample Db2 Signon Exit (DSN3SSGN)

• Section 2:
• Determine the SQL authorization ID

Section 2
Start

Section 2

SQLID = 
Primary Auth 

ID
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Sample Db2 Signon Exit (DSN3SSGN)

• Section 3:
• Determine the list of secondary authorization IDsSection 3

Start

Back to 
Db2

RACF 
Active?

No

Yes
ACEE 

Passed?

Copy the 
groups to 

output

Yes

ACEE 
Found?

(TCB, 
ASCB)

Yes

No
Create 
ACEE

ex: IMS

ex: CICS

Fail

OK

No
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Sample Db2 Signon Exit (DSN3SSGN)

• Section 3 – VSCode sample
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External Access Control Exit 
Deep Dive
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Db2 External Security Exit

• Default DSNXSXAC (do not use external security)
• or sample DSNXRXAC (external security)
• CSECT name DSNX@XAC
• 3 types of calls

• Initialization - at Db2 startup
• If the exit returns -1 the exit is not called again (DSNXSXAC) - only the internal security 

will be used
• Authorization - at authorization check

• Auth call can be bypassed, examples:
• install SYSADM, install SYSOPR
• Db2 cached the authorization - see AUTHEXIT_CACHEREFRESH

• Termination - at Db2 shutdown, cleanup
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Sample Db2 External Security Exit 
(DSNXRXAC)

• Inputs
• User ID of the requester, ACEE address and STOKEN of the owning address space if 

not HOME AS
• identity of the requester (XAPLUPRM, XAPLACEE)
• used for authorization checks

• SQL Authorization ID (primary or secondary) (XAPLUCHK)
• can be used for ownership check

• Db2 ssid, group 
• Type of object (example: Table)
• Object name and its qualifier (example: DSN81310.EMP)
• Privilege being checked (example: SELECT)
• Control information

• Outputs (auth call)
• RC = 0 - Access allowed
• RC = 4 - Cannot determine
• RC = 8 - Access denied
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Db2 External Security Exit (DSNXRXAC)

• User ID (XAPLUPRM) of the requester and authorization ID
(XAPLUCHK) may differ!

• ACEE (XAPLACEE) is used by the RACROUTE FASTAUTH
• Example: BIND:

a. BIND check - XAPLUPRM = XAPLUCHK = authorization of the binder
b. Db2 resource checks in the package -

• XAPLUPRM - authorization of the binder
• XAPLUCHK - authorization of the package owner

c. Which ACEE will be used is controlled by the zParm setting 
• AUTHEXIT_CHECK = PRIMARY (default):

• ACEE associated with XAPLUPRM
• AUTHEXIT_CHECK = DB2:

• ACEE associated with XAPLUCHK
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Db2 External Security Exit (DSNXRXAC)
ACEE usage based on AUTHEXIT_CHECK

XAPLUPRM

XAPLUCHK

XAPLACEE

User A

User B

ACEE of user A

AUTHEXIT_CHECK = PRIMARY

User A

User B

ACEE of user B

AUTHEXIT_CHECK = DB2

RACROUTE FASTAUTH, ACEE = AUTH Check

Binder

Package Owner

zParm
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Db2 External Security Exit (DSNXRXAC)
AUTH Check logic

• Two methods:
• Implicit Privileges of Ownership
• RACF profiles for Db2 resource

• Logic is table-driven - Uses Authority Checking tables:
• Privilege Table - locate the authority checking rules
• Authority checking rules

• associated with resource table 
• Resource table entries define

• Whether perform an implicit check
• RACF resource class name
• RACF resource name
• typically multiple resources (example: owner, SELECT, DBADM, SQLADM, …)

• Rules/Resources executed in a loop
• Implicit check is first followed by RACF RACROUTE calls
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Db2 External Security Exit (DSNXRXAC)
Privilege Table, Rules, Resources Example

Privileges

Rules

Resources
Class

SELECT … FROM table 
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Db2 External Security Exit (DSNXRXAC)
RACROUTE calls

CLASS

ACEE

Resource

Success - audited
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Db2 External Security Exit (DSNXRXAC)
RACROUTE audit failure

• If access not granted, the first RACROUTE request with RC 8 is reran 
and audited with LOG=ASIS
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DSNXRXAC Exit Options
• &CLASSOPT - scope

• 1 – single-subsystem scope
• The class names identify with the SSID, e.g., class name M<ssid>TB1

• 2 – multiple-subsystem scope, default
• Same class is used for all Db2s; resource name includes the SSID

• Example: class name MDSNTB, resource name <ssid>.<something>

• &CLASSNMT (for &CLASSOPT=2 only) – class name root
• Default is DSN, e.g., MDSNTB

• &CHAROPT (ignored for &CLASSMNT=DSN) – class name suffix
• Default is 1: M<ssid>TB1

• &ERROROPT – error option
• What to do if exit initialization fails, unexpected return codes during authorization 

checking, or if # abends exceed “AUTH EXIT LIMIT”
• 1 – fallback to Db2 native auth
• 2 – stop Db2

• &PCELLCT, &SCELLCT – CPOOL primary and secondary cell count
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Broadcom ESM Considerations
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Connection, Signon, Authorization Exits

• Obtaining the secondary user IDs in Connection/Sign-On exits
• Top Secret uses samples shipped with Db2
• ACF2 ships sample exits

• ACF3@ATH
• ACF3@SGN

• Authorizing the access to Db2 resources
• The CAIENF/Db2 Common Service installs intercepts in Db2 regions
• Intercepts call Broadcom ESM (ACF2, Top Secret) directly for authorizations
• Authorization exit CADB2XAC can be linked as DSNX@XAC

• Protects against a Db2 subsystem executing without using ESM
• Validates resource checks for external callers (outside of Db2)
• Works for both - Top Secret and ACF2
• Proprietary code. No sample shipped.
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Links
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Links
• IBM

• General guidelines for writing exit routines
• Connection routines and sign-on routines
• Access control authorization exit routine
• Managing security with the RACF access control module

• Broadcom
• ACF2: Evaluate Use of Exits
• Top Secret: Evaluate Use of Exits
• CAIENF/Db2: CAIENF/Db2 Operation

• VS Code
• Visual Studio Code
• Mainrame Extensions

• Db2
• HLASM

• IDUG
• SEC02 - Considerations for Migrating Db2 Security to RACF, IDUG NA 2024, Ray 

Overby, Jørn Thyssen

https://www.ibm.com/docs/en/db2-for-zos/13?topic=routines-general-guidelines-writing-exit
https://www.ibm.com/docs/en/db2-for-zos/13?topic=routines-connection-sign
https://www.ibm.com/docs/en/db2-for-zos/13?topic=routines-access-control-authorization-exit-routine
https://www.ibm.com/docs/en/db2-for-zos/13?topic=db2-managing-security-racf-access-control-module
https://techdocs.broadcom.com/us/en/ca-mainframe-software/security/ca-acf2-option-for-db2/1-3/installing/plan-your-implementation/select-implementation-options/evaluate-use-of-exits.html
https://techdocs.broadcom.com/us/en/ca-mainframe-software/security/ca-top-secret-option-for-db2/1-3/implementing/evaluate-use-of-exits.html
https://techdocs.broadcom.com/us/en/ca-mainframe-software/traditional-management/ca-common-services-for-z-os/15-0/administrating/event-notification-facility-caienf/caienf-db2-operation.html
https://code.visualstudio.com/
https://marketplace.visualstudio.com/search?term=mainframe&target=VSCode&category=All%20categories&sortBy=Relevance
https://marketplace.visualstudio.com/items?itemName=IBM.db2forzosdeveloperextension
https://marketplace.visualstudio.com/items?itemName=broadcomMFD.hlasm-language-support
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Thank you

• I hope you enjoyed and had fun 
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